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Placement of security devices

In this diagram, security devices are placed at the network border and internally as part
of a defense-in-depth strategy. The first line of defense at the network border should

be a firewall to keep malicious traffic out and prevent sensitive information from
leaving the network. Intrusion prevention or detection systems are placed immediately
behind the firewall where they can see all traffic entering or leaving the network.

'SOURGE: CASP COMPTIA ADVANCED SECURITY PRACTITIONER CERTIFICATION

'STUDY GUIIDE (EXAM CAS-001); ICONS: VALLEPLIA DOBE STOCK @219 TECHTARGET. ALL RICHTS ReseRveD  TechTarget

5 ) ) Ry s Ay I3 g dr s ASed e 3 el iy JSC ol 2
Sl 5 ) Ul Pl oG Al ASed e el Dl Gl ) 58 e )R G sl
S s tlal s pSols ASed ) oulus cled) g8 35 88 g Rl e
plad Al g e g i€ e 1A Jlgpld udy 0 Alalddly dgdi G o &l b paddd

S8 ba Pl 1) ASE ) (20 A b sass SIS

RS gl

(A as b ) A cda) Jlg

98 (adlds Adlabu

COMPUTER REPAIR & SUPPORT




COMPUTER REPAIR & SUPPORT




LS Suio |

9 dio.w " 09.‘5- )‘ aS Cewl ool L&w“ W) @LCD)‘)J )‘ c\&».w " Codo | LQ)LQM
LSL“LSBS‘)-L”‘ .&5‘5@ clasls sd..ag.w‘sn |).?-| QT S9y as @bM‘
5 pdywlde a5 aiiS oo oolaiwl £l s pais 5l 4l casl Sige
0dl et ool laciwlow I glacgams £l AY o ais JSog>
Clo ) (S LSl adadlos b asiil cossl i o Jlesl |y ji00 Jags
5 Jl b 5 a8 0 5 ) Grmle DD Sl 5 ple @S
Dily oo Jlas a1 oyl Slles

LS S |
@M@y!alﬂiﬁ5u‘>)l.\stmlbUA;S.“.A&JQTA.”Q)IQG.Q&JMI
ahats 12005 (g m sl b Cnlow (pl 51l Al jo ol Bl deaail anils
S VIV PR VARV SR R E NP | SR RV SRS L S VEPL P L WOV ISR
e (oo gy S okt b g (bliml (o @b 5l Yseme oS e b (2 Jele

COMPUTER REPAIR & SUPPORT




Network access control
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Advanced network threat prevention

Network firewalls
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Intrusion prevention systems
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Unified threat management
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